Introduction
In any quantum communication system, such as a quantum key distribution (QKD) system, data rates are mainly limited by the system clock rate and the various link losses. While the transmission clock rate is limited by the temporal resolution of the single-photon detectors, losses in a fiber-based quantum communication system can be minimized by operating in the near infrared range (NIR), at 1310 nm or 1550 nm. Commercially available InGaAs-based avalanche photo-diodes (APDs) can be operated as single-photon detectors in this wavelength range [Hadfield, 2009] . Due to the severe after-pulsing, InGaAs APDs are typically used in a gated mode and this can limit their application in high-speed quantum communications systems. Superconducting single-photon detectors (SSPDs) can work in the NIR wavelength range with good performance [Gol'tsman et al. 2001; Hadfield, 2009 ]. However, SSPDs require cryogenic temperatures, and are not widely available on the commercial market at present. In addition, InGaAs/InP based photomultiplier tubes (PMT) can operate in the NIR range, but its performance is limited by very low detection efficiency (1 % at 1600 nm) and large timing jitter (1.5 ns) [Hamamatsu, 2005] . Microchannel plates (MCP) are micro-capillary electron multipliers coated with an electron-emissive material and multiply photon-excited electrons from a photon cathode [Wiza, 1979] . MCPs usually have faster rise times and lower timing jitter than is achievable with PMTs. InGaAs MCPs can work in the NIR range. These MCPs, but are limited by low detection efficiency (~1 %) [Martin, J. & Hink P. 2003 ]. On the other hand, silicon based avalanche photo-diodes (Si APDs) are compact, relatively inexpensive, and can be operated at ambient temperatures with high detection efficiency and low noise in the visible or near-visible range. Unfortunately they do not work at wavelengths longer than 1000 nm. For those wavelengths, an up-conversion technique has been developed that uses sum-frequency generation (SFG) in a non-linear optical medium to convert the signal photons to a higher frequency (shorter wavelength) in the visible or near visible range. The up-converted photons can then be detected by a Si APD. Up-conversion detectors use commercially available components and devices, and are a practical solution for many applications in quantum communications. To date, several groups have successfully developed highly efficient up-conversion single-photon detectors in the nearinfrared range using periodically poled lithium niobate (PPLN) waveguides Langrock et al., 2005; Thew et al., 2006; Tanzilli et al., 2005; Xu et al., 2007; ] and bulk crystals [Vandevender & Kwiat, 2004] .
Traditionally, an up-conversion single photon detector uses continuous wave (CW) pumping at a single wavelength. For a quantum communication system, a synchronized clock signal can be obtained from classical channels. Therefore, the up-conversion detector can be operated in pulsed pump mode using the synchronized clock signal. Up-conversion detectors with a pulsed pump can provide extra advantages that CW pumped detectors do not offer. For example, because the dark count rate in an up-conversion detector is dependent on the pump power, pulsed pump can significantly reduce the noise while keeping the same conversion efficiency. Furthermore, in the CW pump mode, the temporal resolution is determined by the timing jitter of the Si APD used in the detection system. The jitter-limited temporal resolution becomes a bottleneck as the transmission rate increases in a quantum communications system. An up-conversion single-photon detector using multiple spectrally and temporally distinct pulse pumps can support transmission rates significantly higher than the jitter-limited transmission rate of a traditional Si APD detector. In this chapter, we will describe in detail an up-conversion detector using a pulsed pump and its applications in noise reduction and transmission rate increase in quantum communication systems. This detector was developed at the National Institute of Standards and Technology.
Up-conversion detector with one wavelength pulsed pumping 2.1 Detector configuration
The configuration of an up-conversion detector with a single wavelength pulsed pump is shown in Fig. 1 . A 1550 nm CW laser provides the pump seed. The CW seed light is modulated to an optical pulse train by a Lithium Niobate-based electro-optical modulator (EO modulator). In many quantum information systems, the photons arrive with a synchronized classical signal. One can use the synchronized signal to modulate the pump seed resulting in the up-conversion detector operating a pulsed pump mode. This feature is similar to an optical gate, which is very useful for noise reduction or high speed gating in a communications system. The modulated pump seed is then amplified by an erbium-doped fiber amplifier (EDFA). Two 1310/1550 wavelength division multiplexer (WDM) couplers with a 25 dB extinction ratio are used to suppress noise around 1310 nm at the output of the EDFA. The amplified pump light is then combined with a weak (single photon) signal in the 1310 nm range by another WDM coupler and the combined pump and signal are then coupled into the PPLN waveguides. The input polarization state of both the signal and the pump are adjusted by the polarization controllers, PC1 and PC2 respectively, before entering the coupler. The longer the waveguide length, the lower the pump power needed to reach the maximum conversion efficiency. The PPLN waveguide for the up-conversion detector is 5-cm long, the longest length possible using current manufacturing techniques. The input of the PPLN waveguide is fiber coupled, and the output is coupled into free-space through a 710 nm anti-reflection (AR) coating on the face of the waveguide. The output light of PPLN waveguide consists of a 710 nm (SFG) up-converted weak light signal, residual 1550 nm pump light and its second harmonic generation (SHG) light at 775 nm. These beams are separated by two dispersive prisms and the 710 nm photons are detected by a Si APD. An iris and a 20 nm band-pass filter are used to reduce other noise, such as external light leaked into the system. APD 1 receives the signal at odd time bins, resulting in the pattern "1001" and APD 2 receives the signal at even time bins resulting in the pattern "0110", and the original signal can be reconstructed from the data recorded by the two APDs. To measure the ISI in the optical sampling up-conversion system under conditions found in a typical QKD system we also drove the signal with a 1.6 Gb/s pseudo-random data pattern. After comparing the received data to the original data, the error rate was found to be approximately 1.2 %. Subtracting the error rate caused by the imperfect extinction ratio of the modulator and the intrinsic dark counts of APDs, the error rate caused by ISI is less than 1%. Fig. 11 . Response histogram of the up-conversion detector with two spectrally and temporally distinct pump pulses (a) response histogram of APD 1 and APD 2, for a repetitive signal pattern "11111111" at 1.6 GHz. (b) response histogram of APD 1 and APD 2, for a repetitive data pattern 10010110 at 1.6 GHz.
The above experimental results demonstrate that an up-conversion single-photon detector with two spectrally and temporally distinct pump pulses can operate at transmission rates that are twice as fast as can be supported by its constituent APDs. Further sub-division of the APD's minimum resolvable period (e.g. the FW1%M) is possible with more pump wavelengths and a corresponding number of Si APDs, allowing further increases in the maximum supported transmission rate of the single-photon system. However, the ability to increase the temporal resolution is ultimately limited by the phase-matching bandwidth of the nonlinear waveguide and available pump power. Fourier analysis shows that shorter pulse duration corresponds to a broader frequency bandwidth. Considering only transform limited Gaussian pulses, the relationship between the pulse duration and spectral bandwidth for such "minimum uncertainty" pulses is given by [Donnelly and Grossman, 1998 ]:
where FWHM t and FWHM  are the FWHM of temporal width and frequency bandwidth, respectively. For the pump wavelengths in our experiment (~1550 nm), pulse widths shorter than 3 ps correspond to frequency bandwidths larger than 1.2 nm, which covers most of the 3-dB quasi-phase matching bandwidth of our 1-cm PPLN waveguide and thus precludes any other up-conversion pump wavelengths. A 100-ps pump pulse corresponds to a transform-limited bandwidth of 0.035 nm, in which case the waveguide used in our experiment could support more than 10 pump channels with greater than 50% quasi-phase matching efficiency. In this case, its temporal resolution can be increased by one order-ofmagnitude compared to an up-conversion detector with just one pump wavelength. To provide uniform detection efficiency across all temporal regions, the pump power can be reduced in the well-phase-matched regions to match the conversion efficiency in the outlying spectral regions. As the pump wavelengths become closer together, or if a shorter nonlinear waveguide is used to increase the quasi-phase matching bandwidth, technical issues associated with obtaining high optical powers in each pump, and efficient spectral separation of the upconverted photons become significant. We note that novel nonlinear crystal structures, such as chirped gratings or adiabatic gratings [Suchowski et al. (2010) ] can provide broad bandwidth and relatively high conversion efficiency. With these new technologies, we believe it is reasonable to consider an up-conversion single-photon detector using spectrally and temporally distinct pump pulses with temporal resolution better than 10 ps. It should be noted that this scheme is not only suitable for up-conversion detectors using Si APDs; other single-photon detectors with better temporal resolution, such as SSPDs, can also be integrated into the scheme for further improvement of their temporal resolution.
Conclusion
Frequency up-conversion single photon detector technology is an efficient detection approach for quantum communication systems at NIR range. Traditionally, an upconversion single photon detector uses CW pumping at a single wavelength. In CW pump mode, the pump power is usually set at a level where the conversion efficiency is the highest. In that case, the noise counts caused by the SRS in the waveguide might induce high error rates in a quantum communication system. An up-conversion single photon detector with a pulsed pump can reduce the noise count rate while maintaining the conversion efficiency. Furthermore, in a CW pump mode, the temporal resolution is determined by the timing jitter of the Si APD used in the detection system. A multiple wavelength pumping technique adds a new wavelength domain into the upconversion process. The data detected within a period of the Si APD's time jitter can be projected into the wavelength domain so that the spectrally and temporally distinct pulse pumping increases both the temporal resolution and the system data transmission rate.
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